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Document Description
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Military Intelligence School

Counter-Intelligence and Security Wing
Intelligence Service in the United States of America

General information on the United States of America

1. Location: the United States of America is located on the North American continent. It
extends north between the two areas shown on 48-26 and stretches east to west between
the Atlantic Ocean and the Pacific Ocean.

2. The area: Measures to be 9,363,353 Icm2.

3. Population: The United States population is, as of 1986, 241 million inhabitants.

4. Borders: The US borders with Canada in the north and in the south it borders the Gulf
of Mexico and the Republic of Mexico. The eastern border is the Atlantic Ocean and the
west is bordered by the Pacific Ocean.

5. Economy: The United States employs a capitalistic economic system,; it is considered
one of the riches countries. It is rich in minerals and considered the first in petroleum
production. The oil fields are mostly in Texas, Kansas, Ohio, Indiana, Michigan, off the
Gulf coast, and California. It is also first in terms of coal production which comes mostly
from the fields of ILLEGIBLE, the fields of ILLEGIBLE, eastern Virginia, western
Pennsylvania, and the Rocky Mountains. The US has an average iron production of
approximately one-third of the world production. Most of it comes from the Great Lakes
region. The US leads in the production of copper, lead and zinc. It is rich in terms of
producing precious metals such as gold, silver and platinum.
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6. Industry: The United States holds a central position in the world; this advancement is
due to the availability of necessary elements for industry ventures, such as abundant raw
materials and a technical work force, as well as foreign and local capital. Some of the
most important industrial areas are:

A. The Great Lakes area: accounts for one-third of the iron and steel industry, as well
as more than half of the American auto industry, with Detroit as its center.

B. The North East (New England) enjoys the first position in terms of industrial
activity. It is famous for it steel and iron industry, as well as ship building, textiles,
machinery and precision equipment. One of it main industrial cities is Boston.

C. The Central Plains with its vast agricultural position provides the industrial sector
with raw materials. [t became an important center for grain milling, meat canning
and the manufacturing of shoes and leathers, as well as the manufacturing of
agricultural machinery and train cars. Some of its main cities are Chicago and St.
Louis.

D. The Appalachian region is known for steel industry, textiles, chemicals, glass
production, as well as manufacturing clothing and shoes. Its main industrial cities are
New York and Philadelphia.

E. The Western States have mineral refinery industries, petroleum industries and
paper industry, as well as fruit, sweets and drink canning. They also are famous for
fish canning; the main city is San Francisco.

7. The American States: the United States was initially formed with the union of thirteen
colonies. It gained its independence from England in 1776. The number of states has
kept on increasing until it reached 50 states.

The Strategic Concepts of the United States politics.

8. The Strategic political concepts of the United States which made itself the strategic
political barometer for NATO, it is represented in the following principles:-

-02-
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A. The precept of collective response (Comprehensive): this precept was
introduced in 1953 at the time of Eisenhower's presidency and continued on until
1960-1961. It dealt with knowing the main targets deep within enemy territory
which must be targeted with nuclear weapons. To this end, the American
intelligence agencies concentrated on gathering information on nuclear targets in
the Soviet Union, China, the Democratic Republic of Korea and Eastern Europe.

B. The precept of flexible response: This was introduced in 1960-1961 at the time
of John F. Kennedy's presidency; it differs from the first precept because it made
regional and border wars more susceptible. The world was divided into areas of
interest and power; these regions were represented by participating allied
countries (which were not to be touched), and for that reason the American
Intelligence became much broader and more encompassing in its operations, to
include economic, social areas, and all other pertinent information. Its work
encompassed the full spectrum of everyday life. This gave it the ability to
intervene in the local affairs of other countries without using armed forces.
During this period, the idea of (the Special war) was formed.

C. The precept of realistic response: This was introduced in 1970, at the time of
Nixon's presidency. It deals with bilateral dialogue with the major powers, in
addition to the existence of military alliances. Intelligence fronts did not differ in
their work — in this second precept. They merely expended their scope to include
destructive activities and to participate in destructive work in countries where
they have interests.

The formation of American security and intelligence services ((See Appendix A))

9. The American security and intelligence services are comprised of the following
agencies:

A. Central Intelligence Agency, established in 1947.
B. Defense Intelligence Agency, established in 1961.
C. National Security Agency, established in 1952.

D. State Department Intelligence Agency (However, its ministry intelligence are
special)

E. Federal Bureau of Intelligence.

F. Atomic Energy Commission
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G. National Aeronautics and Space Administration

Secret
10. The American security and intelligence services are presided over by the national
security council which is comprised of two bodies:-

A. The First Body: President of the Republic, Secretary of State, and Secretary of
Defense.

B. The Second Body: the United States Intelligence council which has two
representatives from the seven aforementioned agencies. It is headed by the President
of the Central Intelligence Agency; this body carries different names from time to
time such as (Body 54), (Body 303), and when it carried out the Chelsea Smith
Operation (Body 40).

Central Intelligence Agency (CIA) (See Appendix B), its budget for the year 1978 was
(800) million dollars; it employs more than 20 thousand people.

11. This agency plays an important role in the United States of America. Information is
provided to it from all agencies and organizations; its activities are carried out abroad
through intelligence agencies. This agency is considered to be a civilian agency,
according to the American National Security Act which was formed in 1947. Despite
that most of its members are military, the law stipulates that if the president of the agency
is a civilian then his deputy must be military (and vise versa). Some of the duties
assigned to this agency are, as follows:-

A. Carrying out intelligence activities both inside and outside of the country in order
to gather necessary information, according to the instructions and orders of the
National Security Council.

B. Consulting and issuing instructions, to the National Security Council, on all issues
affecting national security.

C. Planning and managing all intelligence information and other activities, related to
intelligence missions of which it is in charge.

D. Evaluating and analyzing information which is presented by other services and
agencies.
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E. Being responsible for all main intelligence centers outside the country; each main
center also has other sub-centers.

i,
Secret
[Document Page 4]

Fulfilling other responsibilities, as needed. Below are the main centers that are
under (C.I.A) and their current locations:

Central Intelligence Agency C.I.A

r and unknown at this time
Europe Intelligence Center
(Location is in Frankfurt)

C

'Far East
Intelligence
Africa Intelligence Center' (located in IL ,Ce_znter (located in
Okinawa
South America Intelligence.

‘Center ( Changed location

Asia Intelligence Center
(Located in Turkey)

Defense Intelligence Agency (DIA) See Appendix E.
Its budget for the year 1978 is (200) million dollars, it employs 4200 employees.

12. This agency includes Army Intelligence (Ground forces) as well as intelligence for
the Naval and Air forces. It was formed according to the principle of flexible-core-
response in the year 1961. It works in coordination with the Central Intelligence Agency.
Its director is an executive member and plays a role in the National Security Council. Its
importance has increased due to the importance of the information it gathers. Its
activities include military intelligence for all American forces found inside and outside
the country, as well as in every military outpost — airspace, naval space, and ground space
that is under it in accordance with the centers of work, in which they gather information.
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This is in addition to special foreign centers of the agency, such as the European
Intelligence Center, run by the 2" Staff Officer of the Seventh Army, in East Germany,
and the Asian Intelligence Center, which is run by the 2" staff officer of the Sixth Naval
Fleet. Some of the important duties of this agency are:-

A. Managing and directing all intelligence services for the Department of Defense.

B. Handling all military intelligence activities in the various organizations, outside of
the country, as well as preparing plans and programs for whatever enters within the
organizational structure.

C. Gathering information on freedom movements outside the United States and
carrying-out special activities against them.

D. Carrying-out the demands of intelligence leadership within the Defense
Department.

E. Gathering military information on other countries, including all that can be
gathered in regards to their military forces.

National Security Agency (NSA) (See Appendix F)
Its budget for the yearl 978 was 1.2 billion; it employs 24 thousand people.

14. This agency was formed in 1952; it is responsible for gathering information through
electronic and wireless (radio) means, as well as technical reconnaissance, and
developing security measures, including codes and secret writing. It is located within the
Department of Defense, and includes many military personnel. Its director is a member
of the United States Intelligence Body. It consists of three branches:-

A. Research and Development Branch: which is comprised of over 2000 people
who execute the following activities:-

[Document Page 5] -3
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First. Research and development in the field of wireless (radio) and
broadcast transmission.

Second. Development of technical equipment which is used in clandestine
research and development.
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Third. Clandestine research

and development

B. Information Treatment Branch: this branch is comprised of 7500 people; all of
which work to deal with the information gathered by the various agencies.

C. Communication Security Branch: it is comprised of 1500 people, who are
responsible for executing their responsibilities in securing the communication
used by all the various United States institutions and their agencies.

State Department - Intelligence Agency. Its budget for the year 1978 was 1.5 billion
dollars; it employs 215 thousand people.

14. This agency emerged when diplomatic relations were established between the United
States and other countries. This agency works at the behest of the State Department; it is
attached to it directly, but coordinates its work with the C.I.A. This agency is used to
gather up information from all diplomatic sources outside of America; it concentrates its
work by using legal methods, more than agency network or spies. It is represented in
gathering information to its sources, diplomatic representatives, and snipers, as well as
other embassy employees. This agency is run by a director, who is normally a deputy
foreign minister.

Federal Bureau of Investigation (FBI) (See Appendix G)
Its budget for the year 1978 is 513 million dollars; it employs 20 thousand people.

15. The responsibility of the Federal Bureau of Investigation is Counter-Intelligence and
fighting crime, each of which has a special branch (the Counter-Intelligence Branch and
Anti-Crime branch). The Counter-intelligence Branch is a civilian institution and is
considered to be one of the oldest institutions of its type. It is the only organization
authorized to conduct counter-intelligence activities. It has the highest level of staffs, and
it is this branch from which agents and other employees are recruited. They are then
distributed to other agencies. It is comprised of two branches, which are:-

A. The Defensive Branch: it is responsible for protecting American Security and
elements of American Intelligence and its institutions, with all available methods.

B. The Interception Branch: it is responsible for exposing, prosecuting and following
agents and spies who have contact with foreign intelligence. They rely on methods of
work to bury any attempt by a foreign intelligence or other enemy to work in the
same country where the attempt took place.

As for the Anti-Crime branch, its duties lie in uncovering criminal activities and both
subversive and destructive work. It combats them and puts an end to them, while
pursuing the criminals, either sending them to court of killing them.
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Atomic Energy Commission

16. This committee is responsible for gathering information, specific to atomic energy
and protecting its functional institutions, as well as gathering information on similar
institutions in other countries. The commission possesses some of the most advanced
equipment in order to carry out its tasks.

National Aeronautics and Space Administration (NASA)

17. This committee is responsible for gathering information on satellites and spacecraft
that are launched by other countries — and on the organizations in charge of issues dealing
with outer space, as well as the protection of space institutions and those employed in this
field of foreign intelligence. It is possible that agents from the C.I.A be allocated to
gather up information as needed.

American Military Intelligence Organization

18. We dealt briefly with the Defense Department Intelligence in article 12 of this
presentation, and due to the importance of this organization we have decided to explain
the Military Intelligence Agencies within the three branches (Ground Forces — Air Force
— and Navy Force) each of which has its various units at all levels and an intelligence
service in each headquarters. The commander in any of these levels is responsible for
organizing the intelligence activities within the scope of his unit. As for the intelligence
officer, he is responsible for gathering information and implementing the instructions and
decisions of the unit commander. The units rely on their resources to carry-out
intelligence requirements and intelligence gathering — (through reconnaissance units).
These can be reinforced periodically and as needed, by specialized detachments

[Document Page 6] -4—
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that can carry out tasks that are above and beyond the available resources initially
allocated for the units.

Military Intelligence Agency (Ground Forces):

19. The military force is considered to be the largest military organization in the United
States of America whereby each military force command has (1) — Staff Officer for
Movements — (2) Staff Officer Intelligence — (3) Staff Officer Troop — (4) Staff Officer
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Administration — (5) Staff Officer Civil Affairs in occupied areas. As for the corps
headquarters, the mechanized teams and regiments, each one has an intelligence staff

officer. They are considered to be the back bone of military intelligence — (See Appendix
G)

The areas of work within the military intelligence agency center around the following
activities: -

A. Logistical and Tactical Intelligence: (See Appendix G)

In logistical intelligence: the services specialize in gathering the mission
intelligence information dealing with —fighting forces of foreign countries, armed
force activities, possible dangers to markets, and logistical targets. It carries over
political leadership so that it can make decisions concerning the markets. It works
in times of peace and war. As for tactical intelligence, it specializes in gathering
information on the enemy, the terrain, and the weather, and them distributing this
information to the units so that they can take appropriate actions, as well as taking
precautions to stop the enemy from gathering information about units (S Control).
These duties are carried out by tactical intelligence, as follows:

First. Reconnaissance units for all levels.

Second. Combat units and Administrative units.

B. Intelligence Specializing in Investigations:

It is comprised of specialized units that utilize modern equipment to secure the
needs for the intelligence in an advanced scientific manner. It also conducts
studies and investigations inside intelligence activities to secure those needs and
to implement these fronts in the field of intelligence and control. Specialized
units in the American armed forces are composed in the following way:-

First. Military Intelligence Units: - (See Appendix)

These units are composed of what is called (Intelligence Levels), the
intelligence regiment is made up of:-

174 Officers
36 Deputy Officers

551 Noncommissioned Officer and soldier
761 Total

This regiment can breakdown its intelligence companies into detachments
for each team and corps and brigade. Each intelligence detachment is
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comprised of 74 people (16 officers, 4 deputy officers and 54
Noncommissioned officers and a soldier). These detachments are not
linked or affiliated permanently, except in times of war, or in times of
peace when needed, and according to a given situation, as is now the case
with the Seventh American Army in Federal Germany. These
detachments are linked with an (A.S.A) detachment and with the
intelligence team division. They work with the 2" Company Intelligence
team. The intelligence team is comprised of four sections, which are:-

(1) A division dealing with battle intelligence.

(2) A division to look at aerial photos

(3) A counter-intelligence division.

(4) A division to investigate and interrogate captives

Second. Counter-intelligence units

They are formed of detachments made up of specialists who are
responsible for counter intelligence activities. Its main tasks are located in
enemy territories; these detachments join up with army headquarters.
They can be distributed to the formation headquarters according to their
levels; these detachments are trained in the school of logistical intelligence
and in separate courses.

5
Secret
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Third. Army Security Units:

These are units that specialize in electronic activities, or with what is
called the electronic war, its main duties are the following:-

(1) Investigation in the technical field used in secret
communications such as using secret ink, secret photography and
breaking codes and symbols.

(2) Gathering information on enemies by using electronic devices.

(3) Performing technical control, monitoring safe communications
for the wired and wireless systems. As well as performing upkeep,
and maintenance, using and distributing secret coded material and
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issuing orders on how to use them, and protecting all those
involved. These units are organized into regiments and battalions
that are attached to units as specialized detachments. An average
security battalion is reserved for each troop or corps. And, a
security company is reserved for each team. The security battalion

Security Battalion Ersygeey oo ? " o, for each troop or
& vwﬁ,,} i IL Battalion . Corps
l . ' s W B o.,t
N ; Company for each team
Organizing a Ba alion ; e e
- ’M?{w —
< # ;\(‘ R &
NS i : Company L
J‘;, ey Secret electronic reconaissance
Company IL

(R
is formed in the following way:-

Fourth. Psychological Warfare Units.

These units specialize in psychological warfare activities. They work
closely and with great confidence with the intelligence system on the
tactical and logistical level.

Fifth. Civil Affairs Units.

These units specialize in securing and imposing an occupation system in
occupied territories; these units are organized to form of battalions,
companies, and platoons that are attached to the formations according to
need (after occupation), each according to its level. Their duties are as
follows:-

(1) Gathering intelligence information of logistical and tactical
importance in occupied territories.

(2) Selecting and recruiting agents to carry out these activities in
occupied territories.

(3) Carrying out counter-intelligence activities in the occupied
territories.

The Work Methods of the American Intelligence Service

20. The American intelligence relies on the following methods in implementing its
mission:-
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A. It operates in a disguised fashion, using both governmental and non-
governmental organizations and institutions as fronts — and it covers things so that
it may carry out its missions, which include the following:-

First. Governmental institutions, for example (United States Information
Agency). It is a governmental institution whose duty is to produce
propaganda on a large scale. It owns Voice of American Radio. It is
assisted in its work by cultural branches, libraries and similar entities that
are under American Embassies overseas. Most of the people working
within these organizations are members of the American intelligence
agency. Another government institution is the (International Development
Agency).

Second. Non-governmental institutions, they are institutions that work
behind certain fronts such as the (Ford Institution), the (Eisenhower
Institution), the (Johnson Institution), the (Anderson Institution), and the
(Brown Institution). Also, all kinds of American international corporations
are considered to be institutions that are under American Intelligence.
Most of its employees are members of the Central Intelligence Agency —

[Document Page 8] -7—
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C.ILA. There are also companies that can either be American or non-
American, due to their [U.S] involvement such as (Asian Airlines),
(African Airlines), and (International arms trade institutions), which gave
weapons to the Korean opposition in order to attack Cuba in 1962.

Third. International Organizations: American Institutions have been able
to infiltrate some international institutions under the guise of experts or
technicians.....etc, such as the (International Emergency Forces), the
(UNESCO Organization), (UNISEF), and the International Red Cross.

American Intelligence currently manages to infiltrate 229 special
institutions and 2788 private institution throughout the world.

B. Cooperation with non-aligned countries (through alliances)

The American intelligence organization benefits from the intelligence systems
belonging to aligned countries or who are linked with them in the field of
gathering information from other countries. If there were a country that cut off its
relations with America or that did not have an American military attaché then in
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that case any military attaché of any other allied or aligned country could gather
information for [the U.S] from inside the country that has cut off relations with
[the U.S.], either by entrusting it with some jobs or with information gathered by
both parties. This coordinated between them.

C. Activities which occur by way of intelligence centers abroad.
Meaning, the activity of agents within the intelligence centers. The American
intelligence centers deals in the following activities:-

First. Identifying: This is where the C.I.A agent working in the American
embassy finds the people who are suitable for work in the networks.

Second. Assessing and evaluating the person for the purpose of
recruitment.

Third. Recruiting: this is the actual contact between the intelligence work
and the agents through the person recruited, whereby the recruitment
process is not carried out by a C.I.A member but another person called a
recruiter; he may or may not have any relationship with intelligence.

Fourth. Vetting and verifying: conducted by the intelligence center
through different means, either through another agent, through a lie
detecting device, or by asking the recruiter to gather information that is
already known to them, in order to test his level of trustworthiness and the
accuracy of his information. He might also be assigned work above his
capability to test his allegiance, to see if he is able to extract the
information quickly and to determine his validity as an agent.

Fifth. Training: it is conducted outside the country and depends on the
type of agent, as well as his duties and his methods of communication.
For example, if the agent needs to make a contact through a wireless
device (radio) then he needs to be trained on that device.

Sixth. Handling: what this means is (who is the agent link up with)? He is
either in contact with the intelligence center inside or outside the country,
if crossing the border is easy, then his contact with the center is usually
outside the country.

Seven. Losing contact: The situation may necessitate stopping contact
with the agent for several reasons: either to stop him from being
discovered, when his mission has ended, if his information is not
beneficial, or not contacting him for a period, until he is needed. This
cessation of communication can be for a short period of time or
indefinitely.
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Conclusion

20. There is a probability of conflict between politics and the American intelligence and if
this does happen, it does not last very long. However, when it does happen it ends with the
falling of the government or the intelligence, and this is what did not happen during the
last thirty year in the United States. When public information appears, it is only published
to deceive the public; is not correct. Therefore, we may deduce that American intelligence
works within the politics of the government and they have capabilities, powers and many
sources. There is someone running its administrative framework, and additionally it can
exploit government and non-government organizations, and institutions, as well as
foreign ones. We may deduce that from what an American professor said, in the
following quote:

(Every project conducted by the Americans outside of America is controlled by the
C.LA).

-8
Secret
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Fourth - Studying the number and types of locks, the direction they open
(to the right or the left) of the door you will enter.

Fifth — Studying the number of rooms to be accessed, the number of
closets, types of locks and anything else that is locked.

Sixth — Studying the type of traps and booby traps that can be set up at the
target and which can give a warning when the locks are opened (whether
they are chemical, mechanical or incidental....etc).

6. Therefore, the conditions must be prepared for, and may not be hampered by any event
in order that the operations may be conducted in a safe manner. The information is given
to an entry expert, especially, as it pertains to locks. But, if we do not have any
information on the lock, then we must obtain the lock and key imprints according to the
methods shown below.

Methods of acknowledging locks imprints
7. You can determine the lock imprint in a number of ways. The most important ways
are as follows:

A. Movement function:
Watching the movement of the lock lever; the method can be inferred from the
type of mechanism:
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Outer Edge of the Hole

Inner Edge of the Key Hole

- ’ By
Screw §ynng E %}

Spring Spike g

LAty

Outer Casing : -
Locking Screw ;
Lock Cylinder /

Grasping Groove

Molt)
...... -Where the key teeth enter into-

Type that shows a cross section of a
regular lock me anism

B. Being familiar with the types of locks:
We are able to determine the imprints of the lock, because each type has a particular
type of imprint. Some of the most important types used are:

First - Wheel locks: Normally, these are fixed on doors or wheels through a
spring; the tongue of the lock is also fixed through springs.

-
Secret
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Second — Fortified Locks: these are fixed inside the door structure or containers
inside a metal box which sealed to the lock with solid screws or with an anti-
removal welding. It becomes part of the door or the container, and normally, it
contains the key combinations which present difficulty for the key to enter
without any special mechanized cavities.

Third — Cylindrical Locks: either in a spiral or fortified. These can open and close
both two sides (front and back). They contain many cylinders for closing as in the
model below.

Fourth — Number and signs locks: this is the hardest type to open because it relies
on all the contacts of various grasping grooves. The number of contacts within
differs from one lock to another in terms of the number of dials found inside the
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lock. For example, if a lock has 100 numbers and three interior dials, then the

Block Closure 7

Jags Bind( .
/f  Key Cylinder Other Side Key
M’f’;‘% *  'Edge Cylinder
Catchers

WW“ X
i, “"0

LR X4 L *a
; . _#%g1: * Cylinder whea ¢
lsz'f” .~ N sthe key enters. o
W i3
3 oimd

L4

£

1\ RN e SEL W@
{ = l
Side Spring "“}"T mez Side Spring
th;eri
Phmger Spring
Pluoge Sprieg -Cylindrical Seperations-

‘Type that shows the widely used lock type (Swig)

number of contacts becomes (100)s, or in other words one million numbers.
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C. Finding out the lock depth:
The lock depth plays an important role in finding out the imprints; it also affects

the simplicity or difficulty of opening the lock. When the depth of the lock is
shallow, it becomes easy to open the lock and vise versa [TN: The deeper, the
more difficult]. You can figure out the depth of the lock in two ways, as follows:

First. By using a vibration gun: the vibration gun contains tubes in the
shape of nails within the gun components. These are placed on it and
enter the cylinder cavity where the key would enter. It is then pressed
gently inside, giving special pulses to each depth of the cylindrical cavity.
These pulses are known to an expert when applied.
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Something that resembles: Pulse Gun

Second. Through a Lamela Key: this is a key with numbers, on its head,
which is a sensitive part that is attached to it with a special, flexible, metal
wire that works when the key enters the cavity and gives the depth by
using these special key bumps. It works to give the depth through a
revolving screw at the bottom of the key. In addition to that, we may know
the depth of the cavity through moving steps with an indicator stopping at
a special step when the key head hits the end of the cylindrical cavity.

Spring Movement
Teeth

Key Space

é T A T Fixed
h\w‘% Indicator

" &
Fine Metal Wire ( tob
1T 2 3
Plgie
Sensitivesl’i:;ce 7 T

Moving Steps Plate Moving Steps Plate Teeth

]

Model representing: Lamela Key
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Methods of figuring out key imprints

7. Opening locks is easy if we have been able to obtain key imprint, because that will
enhance our understanding of the operational movements, closure mechanism, and depth
measurements, and at the same time it allows us more time. Clandestine agents and their
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assistants play a play a role in discovering these imprints. We can learn about the
imprints in the following ways:

A. By duplication: if the guards or the clandestine helpers are able to provide us with
the original key for a period of time, we can duplicate it within a few minutes with a
key duplication device, and then return the original key.

B. By drawing: The agents and the clandestine helpers can place the key on a piece of
paper and drawing vertical lines around its edges and curves. The drawing is then
given to a key maker for duplication.

C. By photography: Pictures of the key can be taken (but the line linking the lens of
the camera to the center of the key has to be vertical and with a known distance at a
rate of 1:1.

D. By matching: By trying a set of keys that might fit the lock and finding out the one
that matches the lock or by using a Master-Key with the same imprints. The head is
cut off and it is leaning at the front so that it can be used even if the key is placed in
the cavity from the inside, normally, these keys are kept in the management offices of
hotels, service headquarters, or a special treasury.

E. By graphic design: by taking the imprint shape according to the indentations it
leaves, it is done in the following ways:

First: By using industrial clay or plaster.

Second: Using beeswax

Third: Using glossy aluminum foil paper (Used often in cigarette boxes)

Fourth: Using Bulstin Paste (A paste used specifically for taking key imprints), it
resembles industrial clay but is more coarse and normal. The box is kept in a cold
place away from humidity; it is covered with a layer of graphite electrodes.

9. To preserve the key imprints, we need to pay attention to the following issues:

A. Moisten the side that has more contours than the key (it can be moistened
either with spit or with water).

B. Placing the key where it is completely covered, then pressing it down.
(Vertically and horizontally).

C. Lifting the key vertically, making sure that it does not move and that the cuts
are removed.
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D. Cleaning the key before the imprints are taken so that it does not interfere with
the true shape of the imprint. After imprinting it should be cleaned in order to
remove anything on it. (So that the key owner does not become suspicious)

E. Forward the imprints immediately to the key maker, do not delay so that the
imprints are not changed.

10. Review Appendix A, Imprints of widely used key models.

Handling methods for opening locks
11. For the purpose of reviewing the handling of locks in preparation to opening them,
we need to pay attention to the following issues:

A. Available information on the target and the surrounding area.

B. The appropriate time for the opening operation (Take the most appropriate
time where there is no possibility of anyone who has anything to do with the
target showing up).

C. Place alert teams on the roads which lead to the target, so that they can provide
an alert in case a target employee approaches or in order to disable them by
running a car into them or some sort of fabricated accident.

-5-
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D. Concoct a story in case one of the guys is spotted; place a fake police officer
and pretend to catch the guys, as if they were thieves or something of the sort.

E. Pay attention to locks that have been fortified with alarms or placed-traps
which were set in order to ward off operations like this.

F. Pre-plan, taking into consideration all the possibilities that might take place, as
well as the procedures to deal with them as they come up.

G. Return every thing and res-establish the conditions that the doors and target
were in so that they appear to be normal at the end of the operation.

12. Make sure that the locks are handled with the appropriate measures when opening
them by an expert, this later is required to have gone through training, in addition to
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security and defense, he has practical experience and is accompanied with a toolbox, he
usually uses the following method in opening the locks:

A. Use a key that was duplicated via one of the methods mentioned in article 8 of
this lecture, or use the Master-Key, if found. Either of these keys may open locks,
even if the original key is still in the lock. This is done through the chamber in
the key head which allows sufficient distance space to take its place in the
openings, opening with ease.

B. Opening through secondary doors:

Generally, secondary doors have simple spring locks. They can be opened easily
by disassembling the springs and returning them to normal at the end of the
operation. However, if the key is left inside the lock it can be dropped by using a
special push lever (from the toolbox) which can turn the key from the outside and
drop it on a large newspaper or piece of cloth under the door (if there is space
between the door and the ground), the key will fall on the newspaper or the cloth

Key Catcher Location Key Rotating Lever

5 1'“‘ Organizing
- 3 a4 _ catchers nut

L

Catchers
to catch the head of the key inside the lock

where it may be retrieved and used to open the lock.

Key Push Lever left in the lock from the inside

C. Opening with manual tools:

If you are unable to handle the locks with the two methods listed above, you can
utilize manual tools (found in the toolbox). These are comprised of a metal pen
with eight levers of varying thickness, used for dealing with closed breaks, as
long as we know beforehand the mechanism and depth of the lock, as was
mentioned in article 7 of the lecture — and so, we can utilize the most suitable
lever for a specific depth by putting it inside the lock and feeling around for the
details, pressing it in the area that releases it (according the lock mechanism).
The lock is then opened and the lock may be re-locked with the same lever by
placing the cylinder back

Secret
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in its place by pressing on the opposite side of the one which was used for opening,
thereby setting the lock back in its original position.

Remark
There are many sizes of tools that work according to the lock

Mammal tools for opening locks

D. Opening Coded Locks or Locks with Numbers:

These types [of locks] are considered to be important to combat and security officers
because they often have to deal with them. These locks can be handled in one of the
following ways:

First. Sensitive pliers: this is done by placing the pliers on the lock and moving
the numbers, while listening to the sound made when contact is made by the
disengaging when the number reaches the part that moves the protrusion, allowing
it to be opened.

Second. By using UL or thin handles: this method relies on repetition and ongoing
practice. It benefits its user from previous experience in opening and closing the
lock. Whereby, a simple neatness develops, the expert opens the lock by placing
the handle numbers in a rolodex.
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He moves every stage according to his limits, in a slow fashion while feeling
around, and when the handles sense the arrival of a soft number in the movement,
he places it on this number, and then moves on to the second stage and so on.
You can not use this method with new security personnel, unless they possess
some sort of expertise and long experience.

Third. By using assumption: we can assume that the numbers do not start with
simple numbers 1,2,3,4 but instead we have to imagine difficult numbers. Before
starting the operation, we have to open the briefcase and write down the regular
number that it is set on before starting the operation. This way, we can return
back to what it was, for example we start with the number 400 then 401, until
reaching number 409.

After that we try the number 410, 420.. .to 90 and so on. This method continues
for a long time, guessing plays a big role in intuition but most of the coded
numbers are after the number 400.

[Document Page 201 -8-
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Fourth. By using modern devices, technicians utilize special, modern technical
equipment to uncover the codes of the lock with the assistance of software or an
advanced device, which is placed on the lock indicating graphic lines during the
movement of the number. These lines are then studied. You may also
photograph the mechanism of the lock from the inside by using X-rays while
making note of any special observations, making sure that it is handled with the
proper technical tools which are available.

Fifth: By using the known number: most people who use locks that work with
codes write these codes in a note book or on a piece of paper in the drawers of
their desks and the like. You can find out these numbers effortlessly by using
clandestine helpers or agents who are in contact with these people.

Preventive methods against attempts at opening our own locks

13. Inasmuch as we know of the many methods to open locks, we must be aware that our
locks are subject to the same sort of attempts and methods, particularly by those who
work by virtue of their jobs or professions outside the country. Therefore, we must be
aware of that by adhering to the following preventive measures:-

A. Protecting the keys
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First: Never leave the keys in places which are frequented by unauthorized
personnel, and never leave the keys in the locks

Second. Keep the keys in a closed safety box, with a reliable person, or
under good security

Third: Use the least number of keys per lock. Duplicates are to be kept in
a central, authorized, equipped box, with a secure lock, and should be
checked regularly

Fourth: Keys must be kept on special boards that are numbered, but do not
include a description, such as peg key...etc

Fifth: Do not put keys to important rooms or containers with other keys.

Sixth: At the end of the day, you must inspect and deliver the number of
keys to the contact person who is in charge to be in their possession until
the following day. They must be checked according to the mentioned link.

Seventh: The keys must be delivered by hand, and must never be sent by
an intermediary.

Eight: In the case that a key is lost, the container should be immediately
emptied and its contents should be placed in another secure container.
But, if the container is closed, then it must be guarded until it is opened by
an (Electrical Mechanical Engineer) and its lock is changed.

Nine: It is absolutely forbidden to for any person or unit to duplicate keys
to secure containers.

Ten: Provide information on protecting keys in the standing orders.

B. Protecting the locks

First: Place alarm systems or traps in order to protect important locks and
make sure that there is no uncertainty as to their existence.

Second: Changing the lock whenever there is the slightest doubt of the
possibility of a potential treat in the future.

Third: Do not use simple or spring locks for important containers.
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Fourth: Place wax or another similar compound at the end of the lock
cavity; and then check for it afterwards

-8
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Counter Clandestine Sabotage
For Officers

Counter (25)

Introduction
1. In order to place defensive measures against sabotage, it is imperative that the persons
working in the counter intelligence services know the type of men that are likely to
conduct sabotage and the methods that they will use, as well as the intended targets of
their [potential] attacks.

Aim

2. The purpose of this lecture is to describe the attributes of the saboteur, his methods and
the techniques that he is likely to use.

Definition

3. The best definition for sabotage is:

(A hidden and secretive work carried out to benefit a foreign army or an enemy
organization and which is likely to cause massive amounts of damage which may affect
the overall efforts of the country).

Saboteur

4. The sabotage is carried out by persons working in the target area, named internal
saboteurs or infiltrators from outside the borders.

A. Internal Saboteurs

Internal saboteurs are characterized by the fact that among them there are
technicians and all of them know the local conditions of the target because they
work there. They know the weak areas, the security details and the procedures
that are used by the target. They are usually patient and put their plan of attack
together, paying attention to detail and precision. Also, it may be that they do not
carry out the attack themselves, but rather instigate strife among employees which
may lead to sabotage operations.

B. Infiltrating Saboteurs
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They are known professionals who have been trained abroad, that is if they are
not technicians themselves, and have been trained on how to infiltrate and on how
to determine the weak points in machines, and the best ways to destroy various
targets. They may not get a chance, or have enough time, in order to conduct
sabotage operations, such as that which is available for internal saboteurs. But,
they do have a high level of intelligence and physical fitness that compensates for
the time factor.

5. The training level for a sabotage group is reflected in their work methods. A highly
trained team produces good results and is characterized by attacks on many active,
simultaneous targets. As for the sabotage team that has not been trained, they conduct
uncoordinated attacks on undetermined targets. Their work might be limited to one
unsuitable target or a large target that is hard to secure in sabotaging. Therefore, it has
to be clear that there has been a conclusion made

[Document Page 221

in regards to the type of saboteurs, whether they are trained or untrained. This conclusion
has to be made by assessing and balancing the result of the sabotage and the targets, their
numbers and types.

Methods of Sabotage
6. Sabotage can be conducted in the following ways:

A. Explosive
B. Fire

C. Mechanical methods

D. Human force
7. Explosives

A. The main components of the explosive charge are: explosives, fuse, detonator,
the igniter. You can use commercial, military explosive that is manufactured
locally. We should mention here, that the force of the explosion is determined by
the speed of explosion particles. The slowest explosive, relatively speaking, is
gun powder, at a speed of less than 2000 meter per second. On the other hand
high speed explosives are capable of penetrating or cutting through steel; their
speed is typically between 2000 and 9000 meters per second. Below are some of
the explosives which are normally available to saboteurs:

First: Commercial and Military Explosives
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Name of Explosive

Source

(1) Guncotton

Commercial Grade

(2) Dynamite

Commercial Grade

(3) Glyconate [TN: This is a foreign word
that has been transliterated, perhaps it is
‘glyconate or "gluconate].

Commercial Grade

(4) Guncotton Military Grade
(5) TNT Military Grade
(6) Plastic Explosives Military Grade
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D. The counter-intelligence element has to be knowledgeable about explosives,
in regards to how to detect them, how to recognize them, and especially in regards
to chemical compounds used in manufacturing these local explosives. They must
also be knowledgeable about explosive charges and how to tie them and piece
them together, in addition to ways to get rid of them, secure them and stop them
before the explosion occurs. This allows him to gather up evidence, such as the
uncovering of a chemical compound in the possession of one of them or in a
suspected house. Then you are able to convince them of a reason to keep it.

A. Sabotage by fire is usually easier than other means and is more destructive
than using explosives. This method is widely used and is practical, because the
fire would be able to destroy the machine, and fire makes it easy to say that it was
just an industrial accident over which we had no control.

B. There are many flammable materials; they are divided into four groups.
First — Liquids that are highly flammable, like petrol.
Second — Chemical materials which are highly ignitable, such as sugar,
potassium bromide, cell petrol, soap, or a damp rag with dissolved

phosphorous in dissolved carbon.

Third — Weak, igniting chemical materials that contain aluminum powder
and ferrous dioxide and types of magnesium.

Fourth — Manufactured material, specific for igniting, such as igniting
pens. Igniting may be directly achieved by ignitable copper cans, shooting

Translation - English
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them from a location capable of igniting or that was recently used by
equipment to delay the appearance of having used explosives.

9. Mechanical Means

A. Destroying equipment or supplies by means in which they are used as
explosives and fire is called mechanical sabotage.

3
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B. The following are important components of mechanical sabotage:

First — Using fake materials — this includes pouring water in fuel, fuel in
foodstuffs, disinfectants in water boilers, and sugar in fuel, and oil in
rubber insulators.

Second — Using abrasive materials — Placing them on top of glass,
carborandum crystals, and glass powder, or placing sand in oils used for
lubrication.

Third — Manual abuse - This includes striking with a hammer, and greatly
damaging equipment by controlled, rapid means, and not lubricating or
putting obstacles in the mechanisms, such as a key or a small piece of
equipment.

10. Preventing manpower

- Strikes and other manufacturing problems which were made by intelligence equipment
or any inside organization in order to deprive a specific country from receiving materials
or facilities which it needs is considered to be sabotage. It is possible for enemy
intelligence services, in times of peace or war to use artificial disputes as a foundation to
agitate. It may be able to spread out and rip through and lead to shortages in production.
These maneuvers are carried out with artifice, seeking to take advantage of the workers
themselves, endangering their interests and thus they become pawns, unknowingly.

11. Saboteur organizations select their goals to attack, destroy, or cause damage for their
own interest. They select important targets to gather accessible information from the few
sources such as maps, plans, and diagrams... etc, in addition to secret intelligence that
has been obtained by the agencies and others. After analyzing it, official targets are
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selected for compartmentalized analysis on each target in order to know the sensitive
positions for an individualized attack.

12. The target should have special features so that it will be beneficial to the point-of-
view of the saboteurs; these features are:

A. Itis critical when it comes to main points.

B. Easy to destroy by available methods, such as facing the explosives or easy to
use.

C. Difficult to switch-out, manufactured in a foreign country or lack of spare parts
that it needs.

D. Any one can reach it, not guarded well.
Attack Techniques
13. A Saboteur attempts to carry these things out, when possible:

A. Using the element of surprise by undertaking the strike at an unanticipated
time.

B. Taking advantage of dangerous things that are present in the target region, such
as dangerous, flammable material.

C. Working so that it appears to be an accident

D. Using deceptive and misleading means.

E. Using equipment in order to create delays so that you can escape from the
target area at the time of the incident.

F. Preventing the repairing or stopping procedures which are taken in order to
stop sabotage activity or attempting to minimize the possibility by attacking a
number of specific targets at once.

[Document Page 251 -4 —
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G. Causing self-inflicting damage by striking equipment that will burn.
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14. There is more technology that is possible to use against the enemy targets which is
present in attachment (A).

Conclusion

15. Understanding the negative effects of secret acts of sabotage is the deceitful or secret
work which targets the destruction of critical materials. It is undertaken by intelligent
men who live and dream to carry out more acts of sabotage. It is easy to forget the ease
of carrying-out, and the low cost for undertaking sabotage when compared to the
magnitude of the strike that is sought after.

5
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Appendix (A)

The Lecture on Clandestine Sabotage
Sabotage Targets and the Techniques of Attack

1. Below are some of the known targets and successful methods to attack, as well as the

actual techniques used in sabotaging things such as construction, production, protection
measures, and weapon facilities.

2. Aircraft and Airports: [TN: Here would be a missing
outline item, 'A. Aircraft].

First. Exterior. Explosives in the form of temporary fillings, an
incendiary device placed on the outer hull, or inside the exterior cavity.

Second: Interior. A device placed under the seats, with the luggage, or in
the toilet, etc.

Third: Equipment. Disable equipment, such as the controls; misuse or
disrupt the fuel.

B. Airports
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First: Communication. Radio equipment, or control tower cable, sending
and receiving areas or telephone land-line equipment (through explosives,
fire, or by mechanical means).

Second: Electrical power equipment. Explosives, fire, and by mechanical
means.

Third: Fuel storage facilities (See Paragraph 8).
Fourth: Landing gear. Light houses and runway lighting.

Fifth: Maintenance areas. Power equipment and flammable storage ware
houses.

3. Hard surfaces
A. Bridges. Mechanical means (explosives to cut off the bridge)

B. Cranes. Unexploded charges in the coil of wire.

C. Flood gates used at dams and sewers. Explosives under the water or by
attacking the (mechanical) systems of the engines.

D. Electrical power equipment.

E. Pumps, explosives and by way of mechanical systems.

F. Storage areas and warehouses for inflammable materials.
4. Ships

A. Exterior. Adhesive bombs. On the thin part of the ship and the ball bearings
of the propeller.

B. Interior. The engines and accessories, particularly the pumps and capacitors
(using explosives or manually). Flammable materials in cargo holds and
warehouses.

5. Electrical Power Plants

A. Cables. Explosives or flammable materials.

-6—
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Appendix (A)
Lecture on Clandestine Sabotage

B. Converters and lever power switches.
Put a hole in the cooling systems by using small explosives. Fire or by
mechanical means.
C. Transmission lines. Attack directional switch tower with explosives.
6. Electrical Power Generators
A. Control room. Explosives, flammable materials, or by mechanical means.
B. Switch machines (DC transformers and others). Explosives.
C. Diesel Engines. Explosives.
D. Fans. Strong moving currents.
E. Fuel Equipment. Coal, gas, and oil.
F. Lubrication equipment. Pumps and refineries.
G. Converters and lever power switches (sewers).
H. Water Equipment. Water fuel boilers and cooling pots.
7. Planned Targets
The saboteur trainer selects the critical targets when there are a number of adjacent
targets like bridges, water gates, and pumping stations; places that would be difficult to
repair.
8. Oil Storage

A. Oil Placed in Drums. Puncture by hand or fragment, then place a flammable
material.

B. Storage Rooms. Place the charge in the highest place possible on the
outside. (Inplaces that have a very thin surface). Or float a mine on the surface of
the oil.
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On a lever that is easy to destroy. The saboteur spreads the oil by means of
explosives; he then ignites the oil that has leaked.

9. Telegraphic Communication (Cables)

A. Switchboards. Main cable room. Fragment.
B. Landlines. Cut or remove a section.

10. Radio Stations
A. Electrical Power Plant. Attack using explosives.
B. Communications. Cause damage by using explosives or by mechanical means.
C. Antenna systems. Cut or blow up a section or network.

11. Storage Areas
A. Attack them with fire.
B. Communications Lines. See Paragraphs 7 and 9, stated earlier.

-7 -
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| Orders to be Followed by the Responsible Person at the Sabotage Incident

1. Stay at the incident site

2. Do not permit gathering or efforts to gather
3. Photograph everything

4. Look for evidence that is indicated.

5. Look for signs of sabotage.

6. Question eye witnesses
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7. What is the feedback on the incident?

8. Leave things and weapons as they were and wait for specialized expert.

Procedures

Types of Sabotage Forms of Sabotage
1. Armed Sabotage 1. Military Sabotage
2. Clandestine Sabotage 2. Economic Sabotage
3. Intentional Sabotage 3. Ideological Sabotage
[Document Page 291
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21. Munitions Storage
A. Storehouses. Attack it using fire or explosives.
B. Ways of Approach. Attack using explosives.
C. Communication Lines. Cut the landlines.
D. Rockets. Damage manually

13. Armored Vehicles
A. First line munitions. Attack using explosives.

B. Loopholes. Destroy by hand
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Counter-intelligence Course for Officers
On the Zionist Entity ITC: Israel] Intelligence Services
Counter-intelligence (38)

General information about occupied Palestine

The important of occupied Palestine

1. Occupied Palestine is located in a place of importance for the global market as
mediation between Southeast Europe, Northeast Africa, and Western Asia. It is the area
of linkage between these three continents, and the global transportation hub on land, air,
and sea that links the East with the West and that can be considered the bridge that
facilitated the progress of western forces by way of the Mediterranean Sea toward the
Middle East and propelled them to the Far East.

Location and Borders

2. Occupied Palestine is located on the southern coast of the Mediterranean Sea between
latitudes 35/30-32/15 and longitudes 34/15-30/40, forming a rectangular shape bordered
by the Republic of Lebanon to the north, the Hashemite Kingdom of Jordan to the east,
the Mediterranean Sea to the west, and the Sinai Peninsula and the Suez Canal to the
south.

Zionist Threat

3. Since the expansion of the Zionist entity and being as thought it is the hedonistic
enemy for the Arabs, therefore its presence became a threat to the Arabs, as did the
temporary border between the Arab nations, and the Zionist entity increasing the
seriousness of the threat, especially for the Arab countries neighboring Palestine (Jordon,
Syria, Lebanon, Egypt, Saudi Arabia), as well as the dream of the Zionists to expand the
borders of the occupied territories to between the Euphrates and the Nile, and their
continuous preparations of war, and an increase in their intelligence activities with an
intensified effort towards the Arabs, increasing the danger and warning us to take every
precaution and way be victorious by joining efforts to destroy them.

Population

4. The population of Palestine according to the census of 1946 was (1,912,110) residents,
of them (1,141,330) were Muslim, (608,330) were Jewish, (145,060) were Christian, and
the remainder were from communities. After the imposition of the Zionist entity city-
state a number of Arabs population departed. According the census of 1948 there was
(112,000) people, including (813,000) Jews. Seven months after the declaration of the
city-state almost (73,000) Jews entered, and now it is estimated that the number of
residents of occupied Palestine is nearly five million additional Arabs who are there now.
Course on the Zionist Entity [Israeli] Intelligence Services
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5. The situation was not normal that the Zionist entity city-state experienced during its
illegal presence in the middle of the Arab country, and for the social structure on the
inside, it became an obligation to the regime of the Zionist entity to listen to what was
being presented by the intelligence view, and this was in order to always achieve the
element of surprise and to avoid startling the Arabs. The importance of this service can
be seen in the following:

A. Drawing up of the war policy of the Zionist entity.

B. Putting in place the strategy for the periods of tension and what it includes as
far as revenge operations, and destruction.

C. Accomplishing the surprise in a preventive attack before the Arabs finish their
military preparation.

[Document Page 32]

D. Preventing the Arab countries from accomplishing a surprise.

E. Procedures of hiding the preparations and the deception that is taken place
inside the Zionist entity in terms of attack and intentions.

F. Controlling the Jewish communities abroad and putting in place the maximum
that there is in order to benefit the Zionist entity.

G. Coordination with some foreign intelligence services.

H. Preparing the psychological warfare plan and implementing it and creating the
proper conditions for it.

Developmental Stages of the Zionist Entity's Intelligence and Security

6. With the convening of the Zionist movement first conference in Bazel 1897, plans and
foundations of the movement were put in place, the conference came out with a set of
general policies that outlined the organizational structures that will be adopted by the
Zionist movement in order to reach their goals, it established the (The Zionist World
Organization), it also established a Jewish real estate company, which developed later on
to be the (The Jewish Agency). And during the needs of each stage of the development of
the Zionist movement, it strengthened its influence through economic ways and through
intelligence. It came up with different training formats to investigate information.

7. The Zionist plan concentrated on providing assistance to the British Forces in order to
facilitate the invasion of the allies of Palestine and getting rid of the Ottoman empire, in
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the beginning of the 1907, the Ottoman authorities in Palestine uncovered a secret
organization named (Bib o Organization), which was a spy organization that included a
number of Jews traveling to Palestine from Western Europe, and who were intent on
providing Britain with secret information on the military conditions of the Ottomans.

8- The second attempt is by (Nil Organization) organized in 1914 under the leadership of
Ahrison who was appointed as IL to the Turkish Commander Jamal Basha in accordance
with instructions from the American Council, he was able through this position to provide
information he received to the British leadership, Nil organization provided afterwards
General Lanbi with all the information concerning the Turkish army, it was also able to
recruit one of the Turkish officers, whereby it obtained through him Turkish map
positions in Gaza and Bi'r al-Sab', when he was found out, he gave away the name of the
organization and the second attempt was terminated in 1917.

9-  With the establishment of the Jewish Agency in 1920 to organize the migration of the
Jews to Palestine, a special secret division was added, and was made responsible to form
spying networks whose tentacles expanded to Arab and European countries, this division
was known as the (the Political Office), headed by a British Zionist officer named
Colonel Hiss, this division was able to recruit a number of Jewish youth to obtain
information on the German and Turkish Forces and the conditions of the Palestinians, a
number of specialists were put in charge to utilize this information to create conflict in
the ranks of the Palestinians, they benefited from one secret document prepared by the
British forces that fell into their hands and which included names of Palestinian leaders,
this document was put to great use.

10- In 1937, the political bureau work was put in place, and Ben Gurion was put in
charge of the Jewish Agency, a special intelligence system named (Sha) was created and
was assigned to Moshe Sharit, its missions was set to prepare studies drawn up from
secret information collected about the political, economic conditions of the Arabs inside
Palestine, Arab and foreign countries, it worked under different covers as sports clubs
(Makayi) and as international organizations and charity groups.

[Document Page 33] 2-
Secret
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11- In the year 1938, a great opportunity presented itself to this system when Major
Charles Urd was appointed a British Forces Intelligence Officer, where he was IL a
Zionist and he provided this system with all the information that the British possessed
about the Palestinians, also, a special branch service for Arab matters was created and it
was put in charge of establishing an archive on the social makeup of the Arab cities and
villages inside Palestine and on the leaders important Palestinian personalities.
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12- In 1942, Britain concluded a treaty with Havana Organization to form a spy network
inside Palestine and Arab countries to uncover those elements who are supportive of
Germany, this organization worked under the cover of building schools for the Jewish
communities in Arab countries, the secret of these schools was exposed in so many
countries when some items were confiscated that were used for spying purposes.

13- With the end of World War II, the nucleus of the intelligence System was formed,
Many experienced Zionist personalities participated in it, many cadres were trained at the
hands of the British, they were successful many times in the way they prepared pressure
methods on the Jewish migration to Palestine and on smuggling weapons.

14- 1947 experienced a great conflict in the intelligence system that is under the control
of the Zionist organizations, the Sha system under IL organization collaborated with the
British intelligence to terminate all the other intelligence systems, this conflict involved
assassinations and armed conflict till 11 of June 1948, when a ceasefire was declared
between these organizations, which was rejected by Begin, President of al-Arghun
organization and after that Sha exploded and sunk an Italian vessel Talalina at the port,
and which was carrying weapons to Arghun Organization and which had on board the
terrorist Begin, and from that point on till the death of Ben Gurion, there was a hidden
struggle between Begin and Ben Gurion.

15- Upon declaring the establishment of a small Zionist entity and upon al-Haghana
seizing power, he agreed to form a central intelligence system, where its first session was
held on 30 June 1948 at the headquarters of Information Command Division, it was
decided at this meeting that the system should be broken up to three special services and
they are:

A- Military intelligence and their job is to gather up military information on Arab
countries and Palestine.

B- Political division at the foreign ministry and whose job is to gather information
on embassies from abroad.

C-Interior Security (Shin Bit), its role is to follow spies and to protect national
security.

16- In 1953, the first official organization for the Zionist intelligence was established and
Mosad was formed, a coordinating committee was put in place to coordinate between all
branches, the committee president is responsible directly to the Prime Minister, this

coordinating committee includes five institutes, which are:

A-Central Intelligence and Security Institute (Mosad)

B-Military Intelligence
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C- Foreign ministry special research division
D- Special missions and investigations for the Police ministry.

E- Internal Security Intelligence

17- This time period was full of acute power conflict inside the intelligence and security
systems till the occurrence of Lavon scandal, where Mosad was able to take control over
all the rest of the systems' activities.

[Document Page 34]
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18. In the year (1968), after the success achieved by Military Intelligence in the war
(1967) and the appointed general (Tafi Zafir) president of the high committee; the period
was characterized by the control of Military Intelligence on all services until the year
1973 where the failure of intelligence was proven in the anticipated Egyptian-Syrian
attack. After this, the remainder of services returned to Mossad [TC: Israeli Institute for
Intelligence and Special Operations] and the National Ministry of Security control,
including the heads of the intelligence departments and it was shared by all those
involved in the decision-making process on various things. The Research Division of the
Ministry of Foreign Affairs, the Mossad, and Military Intelligence was formed, and the
task of all of them was to research in their area of expertise. Military Intelligence
researches in the martial arts of the enemy, weapons, and tactical areas, while the
Research Division of the Ministry of Foreign Affairs researches in the area of politics and
economics, and the Mossad focuses on the political issues and strategies.

Institute of Intelligence Services for the Zionist Entity

19. Given the exceptional weakness of the intelligence service and its work on the
development for an effective to carry out its ability to meet the needs and requirements of
the Zionist Entity; its duties can be summed up by the following:

A. Collect information on the Arab armies in terms of organization, armament,
training, tactics, and identify future intentions.

A. Indentify the elements of military capabilities by economic, political, human,
and moral aspects.
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B. Research the opportunities that can be exploited economically on the Arab
nations under cover (War Prevention) and thwart intentions of attack.

C. Know the secrets and potential of the Arab nations and guerrilla organizations.
D. Perform political, economic, and military sabotage.

E. Undermine the Arab capabilities provoking them to large military operations in
a time and place that is suitable for the Zionist entity.

F. Make the political leadership aware of everything in depth going on in the Arab
nations and give intelligence warning in sufficient time to avoid surprise and so
that the political and military leadership can make the correct decisions in a
sufficient amount of time.

G. Protect the security of the homeland, control questionable elements within and
the Arabs inside occupied Palestine, and Arab and foreign counter-intelligence.

H. Reduce Arab Fedayeen activities and foil their plans by all means possible.

Organization of Intelligence Service of the Zionist Entity

20. After learning the historical development and missions of the intelligence service of
the Zionist entity, it became necessary to know the organizational structure for this
service and all the duties of each section and its agencies to implement the duties
mentioned above.

21. The organizational structure of the intelligence service of the Zionist entity is for its
intelligence and security agencies linked to the high committee for national security of
the Zionist entity or as it is called (the Ministry of National Security), and the duties of
the committee have been identified as the following:

A. Develop general policy for the intelligence and security agencies and
coordination among them, and determine the required tasks and duties of all of
them, for the service of the national security and insure the information
requirements of the Zionist entity.

-4
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B. Create a comprehensive political evaluation of the situation and submit it to the
presidency of the government. The committee holds a regular meeting every
week.

22. The agencies and departments that form the intelligence and security structure of the
Zionist regime are directly connected to the corresponding ministry. The National
Security Council coordinates and determines work policy for the agencies. The Central
Intelligence Agency (Mossad) is linked to the Prime Minister. (Review Appendix — A —
Attached).

Below is a list of the agencies and their duties:

A. Central Intelligence Agency (Mossad)

This agency was formed in 1953 from a group of administrators and delegates in the
Inquiry Department of Haganah. It has evolved and taken the position as the primary
intelligence agency. As such, it is tasked with the following primary missions:

First. Manage the spy network in all foreign regions to obtain secret information
related to political, military, and economic matters.

Second. Manage the Public Information Branch to release all information from
public sources around the world and provide analysis on information that has been
obtained.

Third. Develop an assessment of the political and economic situations of Arab
countries and make recommendations about steps to be followed in light of
available information.

Fourth. Train agents and delegates and prepare intelligence cadres; a school could
be provided for this purpose.

Fifth. Conduct special operations abroad (demolition operations, terrorism,
sabotage, other special operations).

B. Military Intelligence Agency (AlAman)
First. The name of this agency is an abbreviation of the words (Argun — Modia'in)
or the Information Office. The agency belongs to the Department of Defense and

is directly linked to the Army Chief of Staff The agency is composed of four
departments, which are the following:

(1) The Army Intelligence Department (ground forces).

(2) The Air Force Intelligence Department.
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(3) The Naval Intelligence Department.
(4) The Counterespionage Department.

Second. Except for the Counterespionage Department, each of the departments
above is composed of the following divisions:

(1) Information Branch.

(2) Security Branch.

(3) Wireless / Radio Intercept Branch.
(4) Military Attaché Branch

(5) Official Military Spokesperson Branch

(6) Photography and Cinema Branch.
(7) Foreign Engagement Branch
(8) Army Broadcasting Branch

(9) Press Relations Branch

(10)Local Arabs in Occupied Palestine Branch

Secret
[Document Page 361
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Third. The missions assigned to military intelligence include the
following:

(1) Prepare military assessments about the preparations of
opposing countries and the likelihood of attacks.

(2) Obtain secret information about the armed forces of Arab
countries; identify possible intentions and the amount of
preparation and equipping.

(3) Obtain special information about the Palestinian revolution and
Fedayeen organizations.
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(4) Conduct special operations on a limited scale to capture
prisoners or documents for a moral effect.

(5) Supervise the security of weapons deals and military secrets.

(6) Protect the secrets of the armed forces.

(7) Conduct military studies and scholarly research in the fields of
logistics, the balance of power, etc.

C. The Office of Political Research

This office, which is linked to the Foreign Ministry, directs all of its diplomatic
missions around the world to obtain information through its delegates at
international organizations using their relationships with political forces. It also
recruits foreign diplomats within occupied Palestine to work as agents. A weekly
report is submitted to the National Security Council that includes an assessment of
international relations, international political situations, and specific political
studies of all international conferences and how to influence them as well as
predictions of political reactions that could result from political and military
actions of the Zionist regime.

D. Department of Public Security (Shin Bet)

The term (Shin Bet) is an abbreviation of (Sharut Bitashun Kalali) Department of
Public Security. It is part of the Department of Police and is given assignments for
domestic security. Some of its primary missions are to collect information about
activities hostile to the Zionist regime and activities of Palestinians within
occupied Palestine, detect anti-government networks, monitor the activities of
anti-Jew leftist groups, and to monitor new Jewish and foreign immigrants—
especially those from Eastern countries. They have a complete file on the
Palestinians living inside occupied Palestine. They have a network of agents
working inside hotels, universities, and telephone and post offices in addition to their
teams who conduct surveillance, wiretapping, and monitoring operations. Attached
to this division is a special investigations (Atam), which has the mission of arresting
individuals and groups.

E. Department of Jewish Immigrants

This department is part of the Ministry of Immigration and has strong links to
branches of the international Zionist regime. The mission of this department is to
present studies of the situations of Jews in different parts of the world. It also
recruits groups of them to collect information about internal conditions of
countries that are anti-, and establishes networks within them to encourage Jews
to immigrate. It finances these activities through Zionist establishments.
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The Jewish Agency

23. In addition to the agencies mentioned above, there are Jewish agencies that contribute
to intelligence collection by sending their information to the Zionist intelligence agencies
by means of their political offices, which are concerned with Jewish heritage and Nazi
oppression, pray for the
Secret
[Document Page 371
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Jewish communities throughout the world, offer their service to the Zionist entity,
and spread Zionist culture, ideologies to serve their purposes, and enemy
propaganda.

Zionist Intelligence Agencies' Methods of Operations

24. The most important methods used by the Zionist intelligence agencies to obtain
information include the following:
A. The use of spy networks to penetrate Arab communities, both civilian and military.
The personnel belonging to these networks are fluent speakers of Arabic in all of its
local dialects, which they learned while living in those cities or through specialized
schools that were established for this purpose.

B. The exploitation of connections with the foreign intelligence agencies of their
allies in foreign countries (TC: "especially America" is handwritten over the text),
which have spy networks of their own in Arab countries as well as other means of
spying and electronic reconnaissance. Exchanges are made with these agencies
according to special agreements.

C. The use of advanced technological equipment and devices to gather information.
The most important of these are:

First. Aerial reconnaissance and American satellites.
Second. Wiretaps.
Third. Wireless and electronic reconnaissance devices.

Fourth. Various types of secret technical equipment used for collection and
communication.

D. The use of Jews of different nationalities working within the United Nations and
specialized agencies or working as experts or technicians during their visits to Arab
countries as well as the employment of foreign tourists going to Arab countries.
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E. The use of public means to collect and analyze information and articles published
by Arab newspapers and media outlets.

Conclusion

25. Zionist intelligence directed its primary concerns and efforts against the Arab nations,
was able to obtain valuable information and good analysis, which it used in its plans
during the War of June of 1967; however, it failed to reach its objectives because of its
ego, which is what caused the war of October 1973. Zionist intelligence agencies still
conduct activities using all possible means, which is why Arab counterintelligence
elements must work earnestly to detect and filter all networks that operate against Arab
safety and security.

Appendices
Appendix — A —Organizational Structure of the Zionist Community of Intelligence and
Security Agencies.
-7
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Counter-intelligence Course for Officers
The American Central Intelligence Agency
Course (37)

General Information about the United States of America:

1. Location:

The United States of America lies on the North American Continent between the
48" and 62" northern latitudinal lines and the Pacific and Atlantic Oceans.

2. Area:
Its size is 9,363,353 km?.
3. Population:

The population of the United States of America exceeds 200 million people.
4. Borders

It is bordered on the north by Canada, on the south by the Gulf of Mexico and the
Republic of Mexico, on the east by the Atlantic Ocean, and on the west by the
Pacific Ocean.

5. Economy

America operates under a capital system and is considered one of the high-tech
countries of the world. It is one of the richest countries in the world with respect
to mineral resources and is considered to be the first country to produce
petroleum, which it extracts from the petroleum field in Texas and Kansas as well
as the fields in Ohio, Indiana, Michigan, the gulf coast, and California. The same
is true for the production of coal, most of which comes from the Appalachian coal
fields and, the Patrick Coal fields in the United States. However, Virginia,
Eastern and Western Pennsylvania, as well as the Rocky Mountains produce large
amounts of coal. As for steel, a great deal comes from the five lakes region,
producing, on average, 1/3 of global production. In addition, they produce brass,
lead, and zinc, as well as precious metals such as gold, silver, and platinum.

6. Industry:
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The United States occupies a central position in industry among the countries of
the world. This advancement is due to the availability of factors necessary for

industry including the availability of raw materials, skilled manual labor, capital
and domestic and foreign markets. The most significant regions for industry are:

A. Centered in the Five Lakes Region are one third of the industry of iron and
steel and more than one half of the production of American cars. The city of
Detroit is considered the center of this region.

B. The North-East Region (New England) occupies a primary place in production
activities and is famous for steel and iron production, ship building, textiles, and
micro devices. The center of this region is in Boston.

C. The Central Plains Region provides a vast array of agriculture and raw
materials for production. It has become a center for grinding grains, packing meat,
producing footwear and leatherwear, building farming equipment, and building
steel railway cars. The two most important cities for production are Chicago and

St. Louis.
[Document Page 431 -1-
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A. The Appalachian Region is known for steel production, textiles, chemical
materials, glass, clothing, and footwear — the two most important cities are New
York and Philadelphia.

B. The Western States Region is known for technical production of mineral

resources, petrochemical products, and paper—the region also cans fruit, candies,
drinks, and fish. The most important city is San Francisco.

7. The American States:
The United States started out as thirteen states after it gained independence from

England in 1776. Additional states were added to it until it eventually added up to
50 states.

Strategic Concepts for United States Policy

8. The strategic concepts of U.S. policy, which are also characteristic of the NATO
alliance, are represented by the following principles:

A. The doctrine of Massive Response (or Massive Retaliation) began in 1953,
during the presidency of Eisenhower and continued until 1960-1961. This
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principle means to identify necessary targets deep inside enemy territory that
should be considered for a nuclear strike. American intelligence agencies were
central to this phase as they collect information about the nuclear targets in the
territories of the Soviet Union, China, the Democratic People's Republic of
Korea, and Eastern Europe.

B. The doctrine of Flexible Response was introduced from 1960-1966, during
John Kennedy's term and differs from the first principle by allowing the
capability for local and airborne warfare. The world was divided into sections of
interest and influence. These regions were represented countries participating in
the alliance (to avoid prejudice against them) and so American intelligence
expanded to include economic and social elements as well as all information
about the potential enemy. It sought to influence all aspects of life to gain the
capability to interfere in the internal affairs of other countries without the use of
armed forces, which created use of the phrase (special warfare) during this period.

C. The doctrine of Realistic Response was introduced in the year 1970 during
Nixon's term. It included joint discussions with super powers, in addition to
coalitions and military alliances. The roles of intelligence did not differ from
those of the second principle, but its operations are expanded with respect to
subversive activities in countries where it has interests.

The American Community of Security and Intelligence Agencies

9. The American community of security and intelligence agencies consists of the
following:

A.

B.

C.

D.

Central Intelligence Agency, CIA (formed in 1947)

Defense Intelligence Agency, DIA (formed in 1961)
National Security Agency, NSA (formed in 1952)

The Intelligence Agency of the State Department, MIP (every department has its

own special intelligence)

E. Federal Bureau of Investigation, FBI
-2-
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G. National Space Affairs Agency, NASA

10. The American intelligence community is headed by the National Security Council
and includes the following groups:

A. The first group includes: the President of the Republic, the Secretary of the
Interior, and the Secretary of Defense.

B. The second group includes: Intelligence Council of the United States of America,
which includes representatives from the seven agencies listed above. This group is
headed by the director of the Central Intelligence Agency (CIA). This group changes
its name from time to time, for example "Group 54" or "Group 303." While
conducting the Chile operation it was called "Group 40."

Central Intelligence Agency

11. The agency is noted for its central importance to the United States of America, to
whom it provides the information from all the other agencies. It conducts activities
through intelligence stations abroad and is considered a civilian agency in accordance
with American law for national security created in 1948. In spite of this, most of its
members are military personnel and the same law states that if the director of the agency
is civilian then the deputy director should be a member of the military and vice-versa.
The most important duties of the agency are the following:

A. Conduct intelligence operations domestically and abroad to collect required
information according to the directions and orders of the National Security Council.

B. Provide special counsel and recommendations to the National Security Council for
all problems that affect national security.

C. Plan and manage all intelligence operations and other activities that related to
intelligence missions they are tasked to.

D. Analyze and evaluate political information.

3-
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(TC: There is no explanation for why this fragment of a sentence was typed at the top of

this page.
é‘ Central Intelligence Agency "}
M/ﬁ\
lIntelligence Station Europe Intglligeﬁlf\e Station
i . outh America
% Location: Frankfurt (Location has changed,
i cluvently unknown)
%
cllicence Stati ntelligence Station
Intdhgﬁ?rcit aStanon Near East
Location: Ethiopa Location: Aikathawa
Intelligence Station Asia
Location: Iran
Defense Intelligence Agency, DIA (Review Appendix C)

12. This agency includes the intelligence agencies of the Army (ground forces), Navy and
Air Force. It was created in accordance with the Doctrine of Massive Response, year
1961. It coordinates with the Central Intelligence Agency of which its director is an
influential member. The director has a role in the National Security Council. Its
importance has increased due to the importance of the information it has collected. Its
activities include those of the intelligence agencies of American military forces domestic
and abroad as well as those of military attaché belonging to the air, sea, and ground
forces according to the stations they work at to gather information about their special
weapons in addition to special agency stations abroad. For example the official for
European intelligence is the second staff officer of the Seventh Army West Germany, the
official for the Asian intelligence center is the second staff officer of the Sixth Naval
Fleet. The most important duties of this agency are:

A. Manage and direct all intelligence organizations of the Department of Defense.
Control all activities of the military intelligence organizations abroad and implement
plans and programs for everything within the organizational infrastructure.

B. Gather information about liberation movements outside of the United States and
execute special activities against them.

C. Execute intelligence requirements for the leadership of the Department of Defense.

D. Collect information about the militaries and armies of other countries.
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National Security Agency, NSA

13. This agency was formed in 1952. It is responsible for collecting information through
electronic means and technical wireless surveillance and the development of security
measures, including the secret speculation and memorandums, and this occurs within the
Department of Defense and includes

[Document Page 406]
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a number of military and their director is a member of the U.S. Intelligence Agency. It is
made up of three divisions:

A. Research and Development Division: Includes more than 2000 people to
implement the following activities:

First: Research and development in radio broadcast domains

Second: Development of the technical equipment used in secret research
and analysis.

Third: Secret research and analysis

B. Information Processing Division: This division includes 7500 people to work
in the processing all of the information that they obtain from different agency
services.

C. Transportation Security Division [TN: TSA]: This division includes 1500
people to implement their responsibilities in the security of the transportation used
by the organizations and agencies of the United States of America.

State Department Intelligence Agency M.LP.

14. This agency appeared at the time of the creation of diplomatic relations between the
United States of America and other countries. It is an organization that works as an
arm of the American State Department and is closely connected to it directly. It
coordinates its work with the CIA, and it uses this agency to collect information of all
its diplomatic sources outside of America. It focuses its more on legitimate means
than on networks of agents or spies. It is represented in all the information of its
sources of diplomatic representatives, consuls, diplomats and other embassy
employees. This agency is under the direction of a director who is usually the Deputy
Secretary of State.
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Federal Bureau of Investigation FBI (See supplement C)

15. The responsibility of the Federal Bureau of Investigation is manifested in
counterintelligence missions and combating crime. For each of task there is a special
division (the counterintelligence division and the criminal division). The
counterintelligence division is a civilian institution considered one of the oldest
institutions and it is the only organization that is empowered to undertake
counterintelligence activities. It has the finest cadre. And this division recruits the
other agents and employees who are then assigned to other agencies. It is composed
of two divisions, they are:

A. The defensive division: It is responsible for protecting American Security and the
military intelligence sources and institutions using various means.

B. The offensive division: It is responsible for discovering, investigating, and
prosecuting the agents, spies, and those with connections with foreign intelligence.
Their methods of work rely on concealing any attempt on foreign intelligence or the
other hostile actions in the particular country that arises from those attempts.

The criminal division's area of responsibility is discovering criminal and subversive
acts or acts of sabotage, and to counter and thwart them; and to track the criminals,
discover them and bring them to justice or eliminate them.

Atomic Energy Commission K.O.M.

16. This Commission is responsible for all the special atomic information and protecting
its institutions in the atomic field and to collect the information about the
corresponding institutions in other countries. It possesses the most modern equipment
to accomplish its work.

-5-
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The National Aeronautic and Space Administration NASA

17. The task of this agency is to collect information about satellites and space ships
launched by other countries and institutions specialized in space affairs and to protect
the institutions and workers involved in the space field from foreign intelligence, as
well as other protective matters. It is possible that its agents are tasked by the (C.I.A.)
to gather information requested by it.
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The American Military Intelligence Apparatus

18. We briefly discussed the Department of Defense's Intelligence and its task in article
(12) of this lecture and given the importance of this apparatus we decided to explain the
military intelligence agencies under the three branches of the military (the Army (ground
forces)—the Air Force—the Navy) that are part of a series of its different units of the
intelligence apparatus under the units' headquarters at the different levels. The
commander at any level is responsible for the organization of intelligence activities in the
field of work for his unit. The intelligence officer is responsible for collecting
information and carrying out the instructions and decisions of the commander of the unit.
The units depend on what they produce in completing the intelligence tasks and in
collecting intelligence information (the reconnaissance units). It is possible for them to be
reinforced for a period of time as needed with special detachments so as to undertake
additional tasks that were not otherwise possible for the resources already allocated to the
units.

Army and Ground Forces Intelligence Agency

19. The army is considered the biggest organization in the United States of America so
that each army command includes: Staff Officer 1 for Operations — Staff Officer 2 for
Intelligence — Staff Officer 3 for Personnel — Staff Officer 4 for Administrative Affairs —
Staff Officer 5 for Civil Affairs in the local region so that the corps, division, brigade,
and battalion headquarters each have a staff officer for intelligence that is considered the
backbone for army intelligence — (see appendix F) and focuses on the following activities
of interest for the Army Intelligence Agency:-

A. Logistical and Tactical Intelligence (See Appendix G)

In logistical intelligence: The service specialty is to gather important information
about the fighting ability for the foreign states and the activities of their armed forces
and the possible threats and logistical targets and bringing them to the political
leadership to make decisions on the matter and work on it in peace and war, as for the
tactical intelligence it is to gather information about the enemy, the ground, weather
and disseminating it to the units to make decisions in light of it in operations and thus
take measures to prevent the enemy from gathering information about the units
(Counter-S) and to perform these duties (in tactical intelligence) from each:

First. Reconnaissance units for all levels
Second. The fighting units and the administrative services.

B. Intelligence Specializing in Research



Wilson Center Digital Archive Translation - English

CRRC SH-GMID-D-000-535 Page 69

It is a component of specialists units relying on modern equipment to secure the
intelligence requirements in an advanced scientific way. That is by study and research
including intelligence activities to satisfy the requirements. The intentions of
implementing these duties in the intelligence and control field is to create specialist
units in the American armed forces in the following way:-

[Document Page 48] -6-
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First. Military Intelligence Units (See Appendix E)
These units are composed of what are called (intelligence battalions) and
an intelligence battalion has:

174 Officers
36 Deputy Officers

551 Noncommissioned Officers and Soldier
761 Total

This battalion can separate into intelligence companies sorted out to each
division, corps, and brigade so that each intelligence detachment has 74
personnel (16 officers, 4 deputy officers, 4 Noncommissioned officers and
soldiers). These detachments are not connected or attached permanently
rather in wartime only or in peace as necessary and in a given situation as
in the attached detachments currently with the American Seventh Army in
the Federal Republic of Germany. These detachments are connected with
the ASA detachments, the division intelligence team and work with the
Staff Officer 2 Division Intelligence and are composed of four sections:-

(1) Section for servicing battle intelligence

(2) Section for reading air photos

(3) Section for counter-intelligence

(4) Section for questioning or interrogating prisoners

Second. Counter-Intelligence Units (See Appendix F -1 -1J)

It is considered a detachment from the experts specializing in counter-
intelligence activities that are its main work in enemy territory and these
detachments are attached to army headquarters and can distribute groups
to the formation headquarters according to their level and do training in
the logistical intelligence school and in independent courses.

Third. Army Security Units
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They are units specializing in electronic activities or what are called
electronic warfare and countering it. Their most important duties are:-

[Document Page 491

(1) Research in the field of technical methods for using secret
communications for secret news and pictures and encrypting codes
and symbols.

(2) Gathering information on the hostile formations by using
electronic devices.

(3) Technical control and supervision in communications security
for landlines and wireless.

(4) Maintaining, protecting, working, distributing secret cipher
materials and issuing instructions on how to use and defend the
security of everything connected to that. These units are organized
in battalions and companies attached to the units as specialist
detachments in this area. It is designated at a rate of one security
battalion for each army or corps and a security company for each
division. The security battalion is organized in the following way:-

-7
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Battalion Headquarters

Secutity CorLcts Comany Electronic Reoonrmlssanoe Headquarters'

Company Company
Information Gathering

Fourth. Psychological Warfare Units:

These units are specialized in wide activities in the field of psychological
warfare; it works in a continuous and closely with the intelligence system
at the logistical and tactical levels.

Fifth. Civil affairs units

These units specialize in securing and imposing an occupational regime in the
occupied territories, these units are organized in the form of battalions,
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companies, and platoons that join detachments according to the need (After
occupation), each according to its level, its most important duties are as follows:-

(1) Gathering intelligence information that are of logistical and tactical
importance in the occupied territories.

(2) Selecting and recruiting agents to conduct intelligence activities in the
occupied territories.

(3)Conducting Counter-intelligence duties in occupied territories.

'Work Methods of the American Intelligence System

20. In the execution of its missions, American Intelligence draws upon the following
methods:

A. The use of national and international organizations and establishments as
fronts:

American Intelligence works under a disguise to exploit the organizations or
establishments, whether governmental or non-governmental, as fronts — to cover it
in order to carry out its missions, which are: —

First: There are governmental establishments, for example (the American
Information Agency, U.S.I.A.), which is a governmental establishment
that faces widespread propaganda. It owns the radio station Voice of
America. It is assisted in its cultural work and is subject to the overseas
American Embassies abroad, its offices, etc. Most of those who work in
them are members of the American Intelligence. One of the governmental
agencies is also (the International Development Agency, A.I.D.)

Second: The non-governmental agencies are tantamount to establishments
that work behind certain fronts such as (the Ford Institute) the Eisenhower
Institute), (the Bern Institute), (the Johnson Institute), (the Anderson
Institute), and (the Brown Institute). Worldwide American companies in
their various forms are considered to be establishments that are
subordinate to American Intelligence. The majority of those who work in
them are members of the American Intelligence Agency

—38
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SECRET

C.ILA. Likewise, there are companies that could be American or not
American by virtue of their being deeply embedded in it such as (Asian
Air Lines), (African Air Lines), and (the International Weapons
Commerce Institution). They have given weapons to Cuban
demonstrators to attack Cuba in 1962.

Third: International organizations: — American Intelligence was able to
become embedded into some of the international organizations as experts
and technicians ... etc. in order to work in its favor, such as infiltrating the
International Emergency Forces, the UNESCO Organization, UNICEF,
and the International Red Cross. American Intelligence has been able to
infiltrate currently 229 private establishments and 2788 private institutes
in all parts of the world.

B. Cooperation with countries aligned with it (connected to it with an alliance)

The American intelligence benefits from intelligence systems of aligned
countries or the ones it links to through alliances, it benefits in terms of
gathering information on other countries, if there is a country that had
severed its relationship with America or if there is no American military
attaché, in that case, it is possible for any military attaché of another
country that is aligned or is an ally of America to procure information
from it from inside that country, whether by assigning them specific duties
or retrieving any information gathered for them through coordination.

C. Activities through Intelligence centers abroad

Meaning the activity of agents in the intelligence centers, this includes the
American intelligence centers overseas in the following activity stages:-
First- Discovery

In here, a C.I.A member who is working at the American Embassy finds
individuals who might be suitable for work in a network.

Second — Assessing and evaluating the person to be recruited.

Third- Recruitment: This is the actual contact between the intelligence
service and the agents through a person responsible for recruiting, because
the recruitment process is not carried out by a C.I.A agent but another
person (the Recruiter), and this later might not have any relationship with
the intelligence.

Fourth — Checking and inspecting this is conducted by the intelligence
center through various ways, either by an another agent or by a lie detector
or by assigning the person recruited to gather up information that is known
to them to test and make sure of his loyalty and the accuracy of his
information, he can be assigned work that is above his capability to
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confirm his commitment in whether he gathered up the information

quickly and to know his capability as an agent.

Fifth — Training: it is usually held outside the country, it has to do with the
type of agent his duties and his methods of communication with the
center, for example if the agent wants to use a wireless communication
system then he is trained on how to use that system.

Sixth — Handling: meaning (who is linking up with the agent), he either
links up with the intelligence center found inside or outside the country, if
crossing the border is easy then his contact is with the center on the
outside of the country

9.
Secret
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Seven — Cutting off of communication: it might be necessary to cut off
communication with the agent for many reasons, either to prevent the
agent from being found out, or when his specific mission is over or if his
information is not beneficial or by not contacting him for a while till he is
needed. This communication cutoff can be temporary or forever.

Conclusion

21- There is an opinion that suggests the existence of a conflict between
American politics and intelligence, but such a thing when it does happen, it
does not last long, it ends quickly with the fall of the government or the
intelligence, and this is what did not happen within the last thirty years in
the United States of America, when overt information appears, it is only to
deceive the public and it is not accurate information, therefore, we
conclude, that the American intelligence works according to the politics of
its government, it has capabilities, powers, multiple means and vast
resources, it has what governs its organizational structure, in addition, to
exploiting international and government and non-government
organizations, institutes and projects, this is inferred in what one of the
American professor said:-

(All the projects that are conducted by the Americans outside of America
and controlled by C.I.A agency

-10-
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CIA Implemented Organizations and Institutions - Appendix (B) of Intelligence Lectures
Of Their Activities around the world — through the year 1967 - United States of America

Intelligence
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American Youth Trade
Financial Public Conferences and Unions Media
Institutions Foundation and Student and Organizations
Institutions Organizations Organizations |
Borden Fund ' American Jury Council ' '
B 'Anderson Y ol \C(l(:;lilgtgi;?iomens (World Trade 'World Media
Foundation Association \Union Institution
Bull Fund Hope Laisek Cultural Freedom Worlq . Ame.rl.c an IAmerican
. Organization of Coalition for . .
Foundation Conference . Media Union
Students Cooperation
Gotham Fund Kaplan Authority World Institute of World Youth World World Media
Employment and . Employment .
Fund Alliance [Union
Research Research Org.
. David and (2) Russian Orthodox Church  (Christian Atlantlg Media Office
Picknoff Fund ILLEGIBLE . . . Population in Asi
. in America IDemocratic Youth n Asia
Foundation Conference
Teleford Fund Fredrick African American z))vrozgization of \World Trade Medi_a Council
Foundation Institutes £ Institute in China
Students
Radio and
Irsel Fund Lord Charity American-Middle East \CZ(;;lei YO&E& Berlin Union of Wireless
Foundation Friendship Organization Dehli Western Culture | Stations in
ehli) Europe
San Miguel Fund  |Valery Foundation
of Newspapers and |American Cultural National Union of
Magazines (Monat [Society Students — Canada
- West Berlin)
. . INational Council
Cantfield Fund World Education Institute for Youth - Zambia
Michigan Fund Institute of Public
Administration
Nitro Hamilton Financial Research
Fund Institution
. Society of American
Appalachian Fund Education
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Watik Depository Political Research
Fund Organization
Charles Price

Institution

Ryan Word Fund

James Depository
Institution

Prices Fund

Haytt Corporation
for Prices
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National Security Agency

IProduction Division and

Conduct of Intelligence

Transportation Security
Division (without its

Research and

Development Division

Operations sub-branches)

[

[
Research Division Research Division
on the Er.lcryption of on the Soviet Classified Materials
Soviet Diplomats System of Division

Encryption
Research Division Research Division
on Non-allied and on the Socialist Technical
Other Socialist Asian Countries | Equipment
Countries Development
Division
Division of Public Information
Conducting Analysis Division |
Operations Based on (Unclassified)
Informaticn
Divisioncf| a1d Study of Materials
Monitoring and Publications
Surveillance Division
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Appendix (e) of the Intelligence Lectures

Organizational Structure of the Federal Bureau of Investigation the United States of America

for 199

|Ofﬁce Director

Deputy
Director

Assisting Director

Department of —_— Administration
Special Department
Investigations (52) Field

Officers on

American

Soil
Department of Training
Identity Department
Investigation
Department of Inspection
Criminal Department
Documents
Department of Department of
Maintaining Intelligence
Transportation Services

Department of

Laboratory Public Research
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Organization of the Command Intelligence Division for the American Army

(Open when
Necessary) and
Technical

Detachment Attached to the
Intelligence Regiment
(Non-permanent)

Destruction Section

Command
Intelligence

Division for the
American Army

Appendix (f) of the Intelligence Lectures

of the United States of America

(Not based on Intelligence
and Protection) ASA
Information and Encription

Intelligence
Section

Reconnaissance

Intelligence Counter-
Control Section Intelligence
Section Section

Division MTOE of Personnel and Agencies

Number Details

Surveillance Technical
3 .

Equipment
36 Interference Equipment
54 Detection Equipment
5 Officers
9 Deputy Officers
14 Total Personnel

Secret

Administrative
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Secret

Al

Appendix (g) of the Intelligence Lectures

Air Reconnaissance Regiment

of the United States of America

Translation - English

Assignment of the Air Reconnaissance Regiment
(Regiment Headquarters [HQ])

Air Reconnaissance Squadron

Squadron
HQ (Staff
Org.)

Air Imagery Reading Unit

Production Division

HEADQUARTERS
COMPANY
Recruit. HQ
Platoon Company
Air Duplication
Photography | | Unit
Unit
Public
Files and Affasz and
R Uni Intelligence
eports Unit — = Operations
Retention Unit \_J Supply
[ Unit

MTOE of Assigned Personnel of the Air
Surveillance Regiment
Number | Rank
36 Officers
9 Deputy Officers
Non-commissioned Officers and
236 .
Enlisted
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[Document Page 581
Secret
Appendix (g) of the Intelligence Lectures
Air Reconnaissance Regiment of the United States of America
Assignment of the Air Reconnaissance Regiment
(Regiment Headquarters [HQ])
i i HEADQUARTERS
| Air Reconnaissance Squadron e OMP%NY
| - —— Recruit. HQ
1 Platoon Company
Squadrot
HQ (Staff W
Air Duplication
Photography Unit
Unit
Air Imagery Reading Unit
Public
- Affairs and
Files and . Intelligence
Reports Unit Operations
Production Division
Retention Unit
Supply
Unit
IMTOE of Assigned Personnel of the Air |
Surveillance Regiment

Number | Rank
36 Officers

9 Deputy Officers

INon-commissioned Officers and

236 Enlisted
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281

Tq

tal Personnel

17—
Secret

Translation - English

CRRC SH-GMID-D-000-535 Page 84
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